Mobile Banking in India - Guidelines

India has about 207 MM (September’ 2007 TRAI Data) mobile phone subscribers, a number that is larger than the number of bank accounts or Internet users. Given the mobile tele-density of about 20% and development of secure mobile technology solutions, banks are well-positioned bridge the digital divide and introduce the unbanked sector to the financial mainstream

You may be aware that Reserve Bank of India had set up the Mobile Payments Forum Of India (MPFI), a ‘Working Group on Mobile Banking’ to examine different aspects of Mobile Banking (M-banking). The Group had focused on three major areas of M-banking, i.e., (i) technology and security issues, (ii) business issues and (iii) regulatory and supervisory issues. A copy of the Group’s report is enclosed. RBI has accepted the recommendations of the Group to be implemented in a phased manner. Accordingly, the following guidelines are issued for implementation by banks. Banks are also advised that they may be guided by the original report, for a detailed guidance on different issues.

However to start with , we must understand who the various stakeholders are and what there expectation are: 

Stakeholders are as follows

a) Consumers 

b) Merchants 

c) Mobile Network operators 

d) Mobile device manufacturers 

e) Financial institutions and banks 

f) Software and technology providers 

g) Government 

Each stakeholder group has the following expectations:

a) To meet the following Consumer expectations:

· Personalized service 

· Minimal learning curve 

· Trust, privacy and security 

· Ubiquitous – anywhere, anytime and any currency 

· Low or zero cost of usage 

· Interoperability between different network operators, banks and devices 

· Anonymity of payments like cash 

· Person to person transfers 

b) To meet the following Merchant expectations:

· Faster transaction time 

· Low or zero cost in using the system 

· Integration with existing payment systems 

· High security 

· Being able to customize the service 

· Real time status of the mobile payment service 

· Minimum settlement and Payment time

c) To meet the following Telecom Network Providers expectations:

· Generating new income by increase in traffic 

· Increased Average Revenue Per User (ARPU) and reduced churn (increased loyalty) 

· Become an attractive partner to content providers 

d) To meet the following Mobile Device Manufacturers expectations:

· Large market adoption with embedded mobile payment application 

· Low time to market 

· Increase in Average Revenue Per User (ARPU) 

e) To meet the following Banks expectations: 

· Network operator independent solutions 

· Payment applications designed by the bank 

· Exceptional branding opportunities for banks 

· Better volumes in banking – more card payments and less cash transactions 

· Customer loyalty 
f) To meet the following Software and Technology Providers expectations:
· Large markets 

g)
To meet the following Government expectations 

· Revenue through taxation of m-payments 

· Standards 

I. Technology and Security Standards

<<Major inputs to be provided by the Technology Sub Committee>>

<<Recommendation on Technology Standards by Regulatory Sub Committee>>

The technology used must be secure and at the same time convenient to deploy and cost effective. The following technology basis provides a summary of the available models. Banks must deploy only secure channels that provide a non-repudiable platform to transact.  

	Telecom Standard
	Data Bearer
	User Interface
	Method of Invoking / Initiating Transactions
	Security 
	Hardware / Setup Requirements

	GSM
	Plain Text SMS
	Structured Text 
	SMS / J2ME
	Weak Encryption
	Works on any phone. Workarounds like IVR call backs for sensitive information are possible 

	GSM
	USSD / Application SMS
	GUI (Graphic User Interface) / Structured Text
	SMS / J2ME
	Secure Channel
	J2ME client requires Java enabled phone.

	GSM
	GPRS / WAP
	GUI
	J2ME / Browser
	Secure Channel
	Java enabled phone with GPRS. Without GPRS this can work within the Telecom provider’s walled garden.

	CDMA
	Application SMS / GPRS / WAP
	GUI
	Brew / Browser
	Secure Channel
	Operator centric usage


The overall security framework should ensure.

· Encrypted messaging / session between consumer’s phone and third party service provider / telecom company. Minimum encryption standards to be specified to make the transaction banking grade (E.g. Min 128 bit SSL) 

· All subsequent routing of messages to the bank’s servers must be with the highest level of security with dedicated connectivity like leased lines / VPNs.

· If any sensitive information is stored in third party systems, banks must ensure that access to this information is restricted with appropriate encryption and hardware security standards.
· All transactions that affect an account (those that result in to an account being debited or credited, including scheduling of such activity) should be allowed only after authentication of the mobile number and the mPIN associated with it. Transactions only for information such as balance enquiry, mini statements, registered payee details, etc may be allowed with either mobile number or PIN. 

· Unless fool proof security is used in compiling and deploying the mobile banking applications, the PIN number should not be allowed to be stored in the mobile banking application on the phone. As, generally the application installed on the phone would be developed in Java, it may be possible to decompile it extract the mPIN. Alternatively, the application should be so compiled that it should not be feasible to extract the PIN on decompilation.

· All accounts, credit or debit cards allowed to be transacted through the mobile phones should have the mobile phone number linked to the account, credit or debit card. This mobile number should be used as the second factor authentication for mobile transactions.

· During the transaction, the PIN should not travel in plain text. Doing this, there is risk of the PIN being snooped out of the phone from sent items and also it being exposed at the SMSC level. Also, it may be able to snoop out the PIN during transmission, although, this is very difficult in cellular communications.

· Proper level of encryption should be implemented for communicating from the mobile handset to the mobile payments service provider’s server. It has been assumed that proper security checks would be made by the banks to ascertain the security levels of the service providers. This may include PCI DSS certification in addition to bank’s own audits.

· Proper system of verification of the phone number should be implemented, wherever possible. This is so as to guard against spoofing of the phone numbers as mobile phones would be used as the second factor authentication.

· It is also recommended that Internet Banking login ids and passwords may not be allowed to be used through the mobile phones. As fraudsters get more sophisticated, the chances of phishing attacks on mobile phones would become more probable. Allowing Internet banking login id and password usage on the mobile phone may compromise their usage on the Internet banking channel. This restriction may be communicated to the customers through an industry wide effort so as to ensure that Internet banking passwords are not compromised through mobile phones.

· The payment authorisation message from the user’s mobile phone should be securely encrypted and checked for tampering by the service provider or the bank. It should not be possible for any interceptor to change the contents of the message.

· Provided the above security recommendations are reviewed, the mobile payment service could use any of the preferred mode of communication viz., SMS, IVRS, WAP/GPRS, USSD and NFC.  There are couple of security issues in some of these modes of communications, which are listed below:

a. SMS is the simplest form of communication, but is vulnerable to tampering. As long as there is a second level of check on the details of the transaction so as to guard against data tampering and the mPIN does not travel in plain text, this mode of communication can be used. 

b. IVRS is also a simple mode of communication and therefore does not have any inbuilt security measures.  The system should be capable of encrypting the DTMF tone entries, if required to be stored or transmitted.

c. USSD communication uses its inbuilt encryption technology to talk between the cell phone and the operator’s server. However, the decryption of the information happens at the cell phone operator’s server. Vulnerability of data may exists at this point. This information should be re-encrypted and transmitted to the service provider.

· Any of the following modes of user interface may be used, provided the above listed security measures are taken into consideration:

a. SMS

b. Menu driven application

c. Menu driven USSD application

d. WAP/GPRS website

· Formats need to be specified for exchange of information between banks. On the debit/credit card front, the exiting ISO 8583 message format may be used for communication between bank switches. However, for account number based mobile transfers, a message format may need to be frozen. 

· Banks should designate a network and database administrator with clearly defined roles as indicated in the technology Group’s report

· Banks should have a security policy duly approved by the Board of Directors. There should be a segregation of duty of Security Officer / Group dealing exclusively with information systems security and Information Technology Division which actually implements the computer systems. Further, Information Systems Auditor will audit the information systems.

· Banks should introduce logical access controls to data, systems, application software, utilities, telecommunication lines, libraries, system software, etc. Logical access control techniques may include user-ids, passwords, smart cards or other biometric technologies

· At the minimum, banks should use the proxy server type of firewall so that there is no direct connection between the Internet and the bank’s system. It facilitates a high level of control and in-depth monitoring using logging and auditing tools. For sensitive systems, a stateful inspection firewall is recommended which thoroughly inspects all packets of information, and past and present transactions are compared. These generally include a real time security alert. 
· All the systems supporting dial up services through modem on the same LAN as the application server should be isolated to prevent intrusions into the network as this may bypass the proxy server. 

· The information security officer and the information system auditor should undertake periodic penetration tests of the system, which should include:

· Attempting to guess passwords using password-cracking tools.

· Search for back door traps in the programs.

· Attempt to overload the system using DDoS (Distributed Denial of Service) & DoS (Denial of Service) attacks.

· Check if commonly known holes in the software, especially the browser and the e-mail software exist.

· The penetration testing may also be carried out by engaging outside experts (often called ‘Ethical Hackers’)
· Physical access controls should be strictly enforced. Physical security should cover all the information systems and sites where they are housed, both against internal and external threats.

· Banks should have proper infrastructure and schedules for backing up data. The backed-up data should be periodically tested to ensure recovery without loss of transactions in a time frame as given out in the bank’s security policy. Business continuity should be ensured by setting up disaster recovery sites. These facilities should also be tested periodically
II. Business & Legal Issues

<<Major inputs to be provided by the Business Sub Committee>>

The following kinds of business applications are envisaged under the purview of this circular. Banks may permit the following transactions to its existing customers. They will encompass three key areas: 

· Mobile banking (basic saving account – balance enquiry, bill payment, credit card payment, Draft issuance, Deposit booking, Stop payment request, funds transfer to another bank account including 3rd party transfers, change f personal PIN

· M Commerce (using mobile as a payment instrument either linked to a bank account or through stored value)

· Remittance: Allowing funds transfer between bank accounts, bank to cash(where the beneficiary does not have a bank account) and cash to cash

· Banks may additionally facilitate transactions for their customer’s customers (E.g. Bill Payments for their corporate clients and other transactions that facilitate transactional convenience and also the inclusion of the financially excluded into the banking mainstream. Thus banks may also permit following transactions for non-customers/non-account holders. 

i.
Small value person-to-person remittances (not exceeding Rs 15,000) including the use of bank branches, ATMs and other 3rd party outlets approved by Banks or Telcos for facilitating cash in / cash out. In such cases, banks may rely on KYC processes performed by other intermediaries (such as Telcos) as detailed in section III A of this circular. 

ii.
International remittances - i.e. Non resident Indians sending money back home to their families (To be read in conjunction with the MTSS guidelines)

· Considering the legal position prevalent, there is an obligation on the part of banks not only to establish the identity but also to make enquiries about integrity and reputation of the prospective customer. Therefore, even though request for opening a savings / current account can be accepted over Mobile Telecommunication, these should be opened only after proper introduction and physical verification of the identity of the customer.  

· From a legal perspective, security procedure adopted by banks for authenticating users needs to be recognized by law as a substitute for signature. In India, the Information Technology Act, 2000, in Section 3(2) provides for a particular technology (viz., the asymmetric crypto system and hash function) as a means of authenticating electronic record. Any other method used by banks for authentication should be recognized as a source of legal risk. Customers must be made aware of the channel risk prior to sign up.

· Under the present regime there is an obligation on banks to maintain secrecy and confidentiality of customers‘ accounts. In the Mobile-banking scenario, the risk of banks not meeting the above obligation is high on account of several factors. Despite all reasonable precautions, banks may be exposed to enhanced risk of liability to customers on account of breach of secrecy, denial of service etc., because of hacking/ other technological failures. The banks should, therefore, institute adequate risk control measures to manage such risks. 

· In Mobile banking scenario there is very little scope for the banks to act on stop-payment instructions from the customers. Hence, banks should clearly notify to the customers the timeframe and the circumstances in which any stop-payment instructions could be accepted.

· The Consumer Protection Act, 1986 defines the rights of consumers in India and is applicable to banking services as well. Currently, the rights and liabilities of customers availing of Internet banking services are being determined by bilateral agreements between the banks and customers. Considering the banking practice and rights enjoyed by customers in traditional banking, banks’ liability to the customers on account of unauthorized transfer through hacking, denial of service on account of technological failure etc. needs to be assessed and banks providing Mobile banking should consider insuring themselves against such risks, as is the case with Internet Banking.

· Banks may determine their own pricing for the use of these services. 

· Banks should get the scheme for facilitating Mobile banking approved by their respective boards / LOMC before offering it to their customers. The LOMC approval must document the extent of Operational and Fraud risk assumed by the bank and the bank’s processes & policies designed to mitigate such risk.

KYC Process

Banks are permitted to rely on Financial Intermediaries as recommended by the relaxed KYC guidelines issued vide RBI circular DBOD.NO.AML.BC.28 /14.01.001/2005-06 dated August 23, 2005 A Bank can sponsor the small value remittance service by entering into arrangements with intermediaries in order to manage distribution, technology and scale. 

In the same spirit, Banks may partner with Telecom companies, Technology companies etc to facilitate such small value transfers. Banks may rely on introductions from any person on whom KYC has been done and certificates of identification issued by the intermediary. Thus the intermediary can be a Telecom company, another bank or financial institution or a stand alone Trust Company dedicated to the purpose of facilitating such transactions. 

It is proposed that in cases where the remitter is the owner of the mobile phone, the Bank relies on the telecom company’s KYC and obtains a copy of the registration documents from the telecom company. In cases where the remitter is not the owner of the mobile phone, a letter of introduction is taken from the owner and the remitter registers with a limited KYC comprising of photograph and address proof. Wherever address proof is not available, the introducer can certify the genuineness of the remitter’s address. 

III. Regulatory & Supervisory Issues

As recommended by the Group, the existing regulatory framework over banks will be

extended to Mobile banking also. In this regard, it is advised that:

1. Only such banks which are licensed and supervised in India and have a physical presence in India will be permitted to offer Mobile banking products to residents of India. Thus, both banks and virtual banks incorporated outside the country and having no physical presence in India will not, for the present, be permitted to offer mobile banking services to Indian residents.

2. The products should be restricted to account holders only and should not be offered in other jurisdictions.

3. The services should only include local currency products.

4. The ‘in-out’ scenario where customers in cross border jurisdictions are offered banking services by Indian banks (or branches of foreign banks in India) and the ‘out-in’ scenario where Indian residents are offered banking services by banks operating in cross-border jurisdictions are generally not permitted and this approach will apply to Internet banking also. The existing exceptions for limited purposes under FEMA i.e. where resident Indians have been permitted to continue to maintain their accounts with overseas banks etc., will, however, be permitted.

5. Overseas branches of Indian banks will be permitted to offer Internet banking services to their overseas customers subject to their satisfying, in addition to the host supervisor, the home supervisor.

Given the regulatory approach as above, banks are advised to follow the following

instructions:

a. All banks, who propose to offer transactional services on the Mobile services should obtain prior approval from RBI. Bank’s application for such permission should indicate its business plan, analysis of cost and benefit, operational arrangements like technology adopted, business partners, third party service providers and systems and control procedures the bank proposes to adopt for managing risks. The bank should also submit security policy covering recommendations made in this circular and a certificate from an independent auditor that the minimum requirements prescribed have been met. After the initial approval the banks will be obliged to inform RBI any material changes in the services / products offered by them.

b. The guidelines issued by RBI on ‘Risks and Controls in Computers and Telecommunications’ vide circular DBS.CO.ITC.BC. 10/ 31.09.001/ 97-98 dated 4th February 1998 will equally apply to Mobile banking. The RBI as supervisor will cover the entire risks associated with electronic banking as a part of its regular inspections of banks.
c. Banks should develop outsourcing guidelines to manage risks arising out of third party service providers, such as, disruption in service, defective services and personnel of service providers gaining intimate knowledge of banks’ systems and misutilizing the same, etc., effectively.

d. It will become important to set up ‘Inter-bank Payment Gateways’ for settlement of such transactions. The protocol for transactions between the customer, the bank and the portal and the framework for setting up of payment gateways as recommended by the Group should be adopted fro Mobile Banking

e. Only institutions who are members of the cheque clearing system in the country will be permitted to participate in Inter-bank payment gateways for Internet payment. Each gateway must nominate a bank as the clearing bank to settle all transactions. Payments effected using credit cards, payments arising out of cross border e-commerce transactions and all intra-bank payments (i.e., transactions involving only one bank) should be excluded for settlement through an inter-bank payment gateway.
f.  Inter-bank payment gateways must have capabilities for both net and gross settlement. All settlement should be intra-day and as far as possible, in real time.
g. Bilateral contracts between the payee and payee’s bank, the participating banks and service provider and the banks themselves will form the legal basis for such transactions. The rights and obligations of each party must be clearly defined and should be valid in a court of law. 
h. Banks must make mandatory disclosures of risks, responsibilities and liabilities of the customers in doing business through  Mobile, through a disclosure template.The banks should also provide their latest published financial results over the net.

Regulatory Roles and Responsibilities of  Stakeholders

Role of Banks

· Any money exchange i.e. Payments, P2P, remittance, etc – should be executed through Banking instruments & Infrastructure. 
· This is to ensure compliance with all financial controls and regulation. Payments can be made by the following 

a. Savings Bank Account/Debit Card 

b. Credit Card Account

c. Pre-paid Cards 

d. Virtual Cards (Credit & Debit Cards)

· Bank’s role should be of providing normal transactional services to customers using the full range of services including Cash, Saving’s account, Credit Card, Debit Card and Prepaid Cards services. 

· Transactions should be maintained within the banking network and all the stakeholders in transaction processing and should be subject to equal level of scrutiny and regulation as are other bank accounts.

· Transaction settlement should ride on the existing infrastructure for efficient settlement and payment systems. 

a. Intra Bank - Transactions involving Bank A/c to Bank A/c funds Transfer should be real time or near real time transactions

b. Inter Bank - Transactions involving Bank A/c to Bank A/c funds Transfer should ride on the NFS or other existing switches available for inter-Bank transactions.

c. Intra Bank – Transactions involving Card A/c ( including Credit & Debit Cards) to Merchant/ recipient account should ride on the existing settlement & payment systems available with Banks.

d. Inter Bank – Transactions involving Card A/c ( including Credit & Debit Cards) to Merchant/ recipient account should ride on either on India Switch , VISA, MasterCard or any other available switching infrastructure.
· The bank should take responsibility for audit, fraud management, account security etc. under its normal banking license. Banks should ensure that the service operates entirely within the RBI framework. 

· Banks should be responsible for ensuring the identity of the sender and the receiver of funds. Banks can design the process of verification of sender and receiver as per the existing guidelines. In case where the existing process of KYC compliance cannot be met, new methods of verification such as mobile based PIN verification and transaction limit fixation can be considered

· In case of m-wallet propositions the pooled funds should be held with a  bank so that systemic risk of defaults is minimized.

· Banks may end up playing a limited role in P2P and cash to cash payments other than settler of funds via the pooled account. This should be permissible subject to transaction limits etc.

Role of Telco

· Telcos should provide the KYC and customer history for Banks to offer the services to the customer and full responsibility for fraud management at their outlet as per TRAI guidelines.

· In order to ensure Mobile Payments reaches the critical customer mass, KYC documents required to offer financial products should be made similar to Telco’s KYC guidelines. 

· Distribution network of Telcos should be used to provide the services of Mobile Payments to maximum possible locations across the country.

· External low-cost hosting at Telco should be explored – Banks will not have to reinvent the technology platform & billing systems for such an offering.

· Policies enabling audit and governance of such a model to be framed.

· Setting up of infrastructure for undertaking Domestic Money Remittances along with Bank’s. Domestic Money Remittances using  both Telco’s dealer network and Bank’s Financial infrastructure should piloted along with controls on transaction limit and frequency. Pilot should test the feasibility running such a model for domestic money remittances. 
Role of Third party payment processors

· External low-cost hosting at Third party payment processors should be encouraged to have a truly cross-bank , cross-carrier payment system .

· Policies enabling audit and governance of such a model to be framed including a centralized settlement mechanism

· Third party processors should have the responsibility of Fraud management and should have systems and process in place to check and control frauds. 

Regulatory Framework suggested for Mobile Payments

Payment Account to be used for Mobile Payments e.g. Credit card account, Savings Bank Account, virtual account, Pre-paid account should be similar existing Credit card , Debit Card / bank account issuance framework. 
While we can use innovative mechanisms to enable payments through mobile phones, following should be taken into considerations 

· RBI’s Guidelines and policies on KYC 

· RBI’s Guidelines and policies on AML 

· Financial settlement between the various entities should be undertaken as per the existing Guidelines and processes. 

· The messaging system between Application and Bank needs to be regulated and standardized to ensure standard transaction processes and settlement systems. 

· Guidelines need to be evolved to ensure complete interoperability of between all the stakeholders of mobile payments. This will lead to the growth of ecosystem and will benefit all the stakeholders.

· Guidelines need to be evolved for allowing domestic money remittances by Cash In and Cash Out at Telco Outlets including usage of Telco’s KYC and adherence of AML guidelines. 

Telco’s role should include providing platform to initiate transactions and carry the messages to the bank’s systems 

Regulatory policies and standards

Service providers, Telcos should have the independence to develop and launch customized applications targeted towards their customer base however messaging system between application and Banks needs to be regulated. This will lead to standardization of the transaction processes and settlement systems. These should include

· Instruction formats for all mobile initiated payments, remittances and banking

· Instruction formats for all mobile initiated payments, remittances and banking

· Security standards for instructions, interfaces, data storage and transactions

· Technology standards and guidelines for various modes of data transfer like SMS, GPRS etc.

Anti Money Laundering control for Telcos especially for proposed services like deposits being accepted and held by Telcos for Funds Transfer and remittances. While Telcos provide an opportunity to reach out to the unbanked and underbanked population of the country, proper regulatory control should be established to ensure conformation to KYC and AML guidelines. The Telcos offering these services should follow bank-approved processes that fulfill the regulatory requirements while performing such transactions. The Bank may appoint payout agents such as the Post Office, other FIs, selective merchants etc

· Sign up for service: Existing or new customer: Bank controlled through regulated KYC

· Transaction: PIN based transactions in terms of domestic transfers.

· Anti Money Laundering: monitoring carried out by the Bank

· Transactions monitoring controlled at the banking end

· Agent appointment responsibility with the bank

