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Scope Of Testing
= Adherence to the proposed message formats by
« MPP
« Bank
Coverage
= AUT - MPP
. Processes / Message flows
* As Beneficiary MPP in Pull Process
» As Beneficiary MPP in Push Process
* As Customer MPP in Pull Process
* As Customer MPP in Push Process
* As MPP for both in Pull Process
* As MPP for both in Push Process
= AUT - Bank
. Processes / Message flows

» As Beneficiary Bank
* As Customer Bank

* AUT - Application Under Test



e
MAVERIC

independent testing

Exclusions

= Performance Testing
= Security Testing

Message Structure / Format

=  Compliant with ISO 8583:2003

Message Flow functionality

= As Proposed
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Solution Architecture

Sﬁlﬂl'ﬂ Undar
Test

Teat Design Gystem

Objective

= To test adherence to the Interoperability Standards for Mobile Payments
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= Pull Process — Testing Beneficiary MPP
The flow of operations in the Pull process is outlined below.

The focus is specifically on transactions where the MPP under test (as Beneficiary MPP) is involved either as a
sender or receiver of message.

Action Remark Sender Receiver

1. Beneficiary opens the MPF application on the hand held Beneficiary Beneficiary MPP
device and sends a message containing the phone
number of the Customer and the amount of money that is
expected.

2 The message is processed by the Beneficiary's MPP Beneficiary MPF Customer MEP
and a broadcast message is sent to all other MPPs to find
the default MPPs Id corresponding to the given Customer's
mobile phone number.

3 Customer's MPF which possesses the default bank Customer MEP Beneficiary MPP
account number, corresponding to the phone number,
replies with the details of Customer's MPP.

4. Beneficiary's MPP sends the Customer's MFF a request Eeneficiary MPP Customer MPF
for payment containing Beneficiany's account information
and name.
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6. Customer's MPP queries the Customer's Bank for Skipped Customer MPP Customer Bank
account balance information.

6. Customer's Bank informs the Customer's MPP of the Skipped Customer Bank Customer MPP
account balance.

7. Customer's MPP infarms the Customer about the Skipped Customer MPP Customer
payment request.

8. Customer guthorises the payment with the pin number Skipped Customer Customer MPPF
and a digital signature.

9. If the Customer has accepted the transaction, Skipped Customer MPP Custormer Bank
Custarer's MPP informs the Custorner's Bank about the

transfer of funds.

10. Customer's Bank sends an acknowledgement to the Skipped Customer Bank Customer MPP
Customer's MPP befare it initiates the funds transfer.

11. Customer's MPP sends the Customer's response to Customer MPP Beneficiary MPF
Beneficiary's MPF.

12. Beneficiary's MPP notifies the Beneficiary. Beneficiary MPFP Beneficiary

13. Customer's MPF on receiving the acknowledgment Skipped Customer MPP Custormer Bank
queries the Customer's Bank about the status of the

transaction every MPP_QUERYING_FREQUEMNCY time

units.

14. Customer's Bank sends a pending status ifthe Skipped Customer Bank Customer MPP
transaction has not been completed.

15. Customer's Bank initiates fund transfer to Beneficiary's Skipped Customer Bank Beneficiary Bank
Bank.

16. Customer's MPF again sends a query message to Skipped Customer MPP Beneficiary Bank
know the status of the transaction.

17. Customer's Bank sends a message of completion. Skipped Customer Bank Customer MPP
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1 | Beneficiary

Heqguest MsnFormat Customer Phone | &mountReguired
] “alid Fasitive
Motk lwalid Lero or Megative
Unregistered
FHules | Fall Customer Phone | Invalid
Fail Custormer Phone | Linregistered
Fail smountBeguired | Zfero
Fail AmountReguired [ Megative
Fail MsaFormat MNotik
2 | Beneficiary MPP Customersiat
Broadcast us MsgFormat
Dl Dk
MotCk MotCik
Rules | Fail CustomerStatus | hotOk
F ail MsgFormat Blotik
2 | Customer MPP
Hesponse MsoF ormat | My Customer Hesponse
O Y es W es
Motk Mo Mo
Hules | Fall MsgFormat Motk
Fail MyCustomer Mo Response | Yes
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4 | Benefiary MPP

Requests Transfer | MsaFormat sendDetgils
ke Y es
Mot Ok
Rules | Fail Msaformat HotClk
5 | Customer MPP
Response M=ogFormat Custome rk
Ok Y es
NotOk Mo
Rules | Fail Megformat | Motbk
& | Beneficiary MPP
notifies Beneficiary | MsogFormat
Ok
HotClk
Rules | Fail Mzaf ormat atQk
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BeneficaryRequest
Id BREC 1 ERECQ 2 BREQ 3 EREQ_4 EREQ_S ERECQ B
Customer
AmountHe Fhone Message
Rule being | guired is AmountRequi | Customer Unregistere | Format?
tested Megative red is fero Phone Invalid | d Errar
AmountHe
guired Megative Lero Fositive Fositive Fositive Fositive
CustomerP Lnregistere
hone " alid “alid Inwalid d " alid Y alid
t=gFarm at
1 Ok Ok Ok Ok Mot Ok Ok
status Fail Fail Fail Fail Fail Fass
EMPP_Z,BMPF_3,BMPF_4;B
SCcenario MPP_5,BMPP_B;BMPP_7 B
Ref BMPF_1 EmMPP_10 BMFPF_11 EMPP_12 EMPP_13 FF_5,BEMFP_S
EeneficiaryMPFPEroadc ast
Id BCAST 1 BCAST X BCAST 3
Customer hMessage

Fule being tested Status Mot OK | Format? Erraor
CustomerStatus Mot Ok (] ]
Ms=gF armat ] o4 Mot Ok ]
Status Fail Fail Fass

EMMPF_ 1, BMFPP_3,BMFPF_4.BMPPF_
Scenario Bef BMPE 2 ENMPFE 9 5 BMPF 5, BEMPR 7 EMPE B
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CHPPRESPF_
Id 1 CHMPPRESP_2 CMPPRESP_S 4
FMessage Responding to Mot
Rule being tested Faormat3 Error MvCustomer
FsgF ormat3 Mot Ol 2 ] <
FAv Customer es Mo es Mo
FResponse Mo "es es Mo
Status Fail Fail FPass Fass
BMPFP_Z2,BMPP_4.B BMPFP_S,BMP
Scenario Ref BMPF_3 BMPP_S MPP_B P_r

BeneficarvhMPFP TirRequest

Id BETFREECQ 1 BETFRRECQ_ 2
FMessage

Rule being tested Formatd Errar

FsgF ormatd Mot Ol ]

SendDetails Yes Yes

Status F ail Pass
EMPF_3,BMPF_
5 BMPF_B.BRP

Scenario Ref EBMPF_4 P_7
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CustomerqMPRPFinalReponse

Id CRAPFPREEPRP 1 cCkPFPRERP 2 CRkPPREPRP 3
MMessage

FHule being tested Foarmats Errar

Custome vz e Wes Mo

MM=gF orm atS Mot Ok (] S (] S

Status F ail Pass=s Pass

EMMFF_4,BMMFPP_
Scenario Ref BrMFPFE 5 =1 BrFF 7

EEI"IEﬁEEII“_-.-'MF;F'NDtif‘_-.-'EEI"IEﬁE:aI"_-.-'

Id ERNOTIFY 1 ERNOTIFY 2
Message
Rule being tested Formatbs Error
Pl=gF orm atb Mot Ol (] =
Status Fail Pass
EMPF_S5,BMPF_
Scenario Ref EMPFE b Fi
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Groupl : Transaction:
BeneficaryRequest - In
Sequence - Earlier failure:
BeneficaryRequest

Groupl : Transaction:
BeneficiavyMPPEroadcast - In
Sequence - Earlier failure:
BeneficiaryMPPBroadcast

Groupl : Transaction:
CustomerMPP Response - In
Sequence - Earlier failure:
CustomerMPP Response

Groupl : Transaction:
BeneficaryMPP THRe g uest -
In Sequence - Earlier failure:
BeneficaryMPP THRe quest

Groupl : Transaction:
CustomerMPPFinalReponse -
In Sequence - Earlier failure:
CustomerMPPFinalReponse

Fail

Fail

Fail

Fail

BeneficaryRequest
Status: Fail

BeneficiavyMPPEroadcast
Status: Fail

CustomerMPP Response
Status: Fail

BeneficaryMPP THRe g uest
Status: Fail

CustomerMPPFinalReponse
Status: Fail

[ e

BeneficiavyMPPEroadcast
Status: Pass

CustomerMPP Response
Status: Pass

BeneficaryMPP THEe guesi
Status: Pass

CustomerMPP FinalReponse
Status: Pass

BeneficaryMPP MNotifyBene ficary
Status: Pass
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Scenario Description Grnup_‘l: Transaction: BEeneficaryRequest - In Sequence - Earlier failure:
EeneficaryFequest

Scenario Status | Fail
Scenario ld | BMPF 1
Condition Id | BREG 1

Transaction Id | BREQ 1 LISE 1
Business Fule being Tested | AmountFequired is MNegative
Condition Status | Fail

BeneficiaryMPPBroadcast

Condition Id

BCAST 3

Transaction Id

BCAST 3 _USE_T

Business Fule being Tested

EeneficiaryMPPEroadcast. CustomerStatus = OK, MsgFormat? = QK

Condition Status

Fazss
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Sample Scenarios

Scenario Description

Group1: Transaction: BeneficiaryMPFBroadcast - In Sequence - Earlier
failure: BeneficiaryMPPEBroadcast

Scenario Status | Fail
Scenario ld | EMPP 2
BeneficaryRequest
Condition Id | BRFEQ B

Transaction Id

EREQ_B_LISE_1

Business Fule being Tested

BeneficaryFequest: AmountFequired = Positive, CustomerPhone =
Yalid, MsgFormat! = Ok

Condition Status

Fass

BeneficianyMPPBroadcast

Condition Id

BECAST 1

Transaction Id

BECAST 1 _USE 1

Business Fule being Tested

Customer Status Mot Ok

Condition Status

Fail

CustomerMPPResponse

Condition Id

CMPPREESP_3

Transaction Id

CMPPREESP_3 LUSE 1

Business Fule being Tested

CustomerMPPResponse: MsgFormatd = Ok, MyCustomer = Ves,
Fesponse = Yes

Condition Status

Fass
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Sample Scenarios

Group1: Transaction: CustomertAPFPResponse - In Sequence - Earlier
failure: CustomertPFPResponse
Scenario Status | Fail

Scenario Id | BMPP_ 3

BeneficaryRequest

Condition 1d | BRES B
Transaction |ld | BREQ 6 LUSE 2

BeneficaryFequest AmountFequired = Positive, CustomerPhaone =
Business Rule being Tested | “alid, MsgFormat1 = QK

Condition Status | Pass

BeneficiaryMPPBroadcast

Condition 1d | BCAST 3
Transaction ld | BCAST 3 USE 2

Scenario Description

Eusiness Fule being Tested | BeneficiaryMPPEroadcast CustomerStatus = OK, MsgFormat? = Ok
Condition Status | Pass

CustomerMPPResponse

Condition Id | CMPPEESE_1
Transaction Id | CMPPREESFP_1_USE 1
Business Fule being Tested | Message Format3 Error
Condition Status | Fail

BeneficaryMPPTfIRequest

Condition 1d | BTFRREG 2
Transaction |ld | BETFRREZ 2 LISE 1

Business Rule being Tested | BeneficaryMPPTrREeguest. MsgFormatd = Ok, SendDetails = Yes
Condition Status | Pass
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Sample Scenarios

Sroupl: Transaction: BeneficarbdPRPTITRequest- In Sequence -
Earlier failure: BeneaeficarybFPTIrR egquest
Scenario Status F ail

Scenario ld | BMPP_4

Scenario Descrption

BeneficarnyRequest

Condition |d | BREC_B
Transaction Id | BREQ_G_LISE_ 2
BeneficarvRequest. ArmountRedquired = Positive, CustomerPhone =
Business Rule being Tested | “alid, MsgFormat! = Ok
Zondition Status | Pass

BenefniciarnydaPPBroadcast

Candition Id | BCAST 32
Transaction Ild | BCAST 3 LISE_3
BeneficiamyMPFPBroadcast CustomerStatus = OR, MsgFammats =
Business Rule being Tested | Ok
Condition Status | Pass

CustomerMPPResponse

Coandition Id | CMPFRESFP_Z
Transaction Id | TWMFPPRESF_3_1LISE_2
ZustarmermMPFPResponse: MsgFonmat3d = Ok, My Customer = Yes,
Business Rule being Tested | Response = Yes
Zondition Status | Pass

BeneficarnMPP TIrRegquest

ondition 1d | BTFRREZ_1
Transaction Ild | BTFRREC_1_1ISE_1
Business Rule being Tested | Message Fonmatd Error
Zondition Status F ail

CustomermMPPRinalReponse

Coandition I1d | CMFPFPREF_Z2
Transaction Id | CTMFPREF_Z_I1ISE_1
CustomermPPFIinalReponse: CustomerCQk = Yes, M=gFormats =
Business Rule being Tested | Okl
Condition Status | PFass
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Sample Scenarios

Sroupl: Transaction: CustomerMPFFinalReponse - In Sequence -
Earlier tailure: CustamermFPFinalReponse
Scenario Status F ail

Scenario ld | BMFPP_5

BenefnicaryHeguest

Condition 1d BREZ_B&
Transaction 1d BREZ_G_ILISE_4
BeneficaryRegquest: ArmountRequired = Positive, CustomerPhone =
Business Rule bheing Tested “Walid, MsgFormatl = O
Zondition Status FPa=ss

BenefniciarnygdviPPBroadcast

Condition 1d BCAST 3
Transaction 1d BZAST_ 3 LISE_ 4
BenaeficiarvbpdlPFBroadcocast. CustomerStatus = Ok, MsgFonmat2 =
Business Rule being Tested Lo o
Zondition Status FPa=ss

Customer MPPResponse

Condition 1d CWMFFRESPF_4
Transaction Id ZMPFPFRESF_4_1ISE_ 1
Business Rule bheing Tested ZustamermPRPResponse: MyZTustormer = Mo, Response = o
Zondition Status FPa=ss

BenefnicarnyfiaPPTIirRegquest

Condition 1d BTFRREo_Z
Transaction 1d BTFRREQ_2_1ISE_ 2

Scenario De=scription

Business Rule bheing Tested BeneficaryilPFR TIrRequest: MsgFarmatd = Ok, SendbDetails = wWeas
Zondition Status Pass

Customer MPPRFInalReponse

Condition 1d CWMPFFREF_1
Transaction 1d ZChMPPREP_1_I1JSE 1
Business Rule being Tested Message Fonrmats Errar
Zondition Status F ail

BenencarnyiiPPHotifrvyBeneficary
Condition Id | BRIOTIFY 2
Transaction 1d BRIOTIFY_2 LISE_ 1
Business Rule bheing Tested BeneficaryilPFMNotitvyBeneficary: MsgF armats = Ol
Condition Status Pass
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Each input forming part of Scenario needs to be converted into corresponding

1SO:8583 message format.

The messages pertaining to the AUT are expected results while the other
messages are to be fired by the test lab on behalf of the other entities involved.

Attribute Value Substitution
Customer Phone Walid and Registered FEA0012345 [(number that is
regktered)
Walid and Unregistered FEA41013E72 (number not
registered)
Irevclicd FEA00PE7 S [invvalid numiber)
Amount Required Fositive 100
fero or Negative Q, -1
Mg Format ok Customer Phone followed
by Amount Required
Motk Amount Required follovwed

by Customer Phone

Beneficiarny Request

D Customer Phone Amount Required
BREQ_1 FEA001 2345 -1

BREC 2 2EA0012345 0

ERECG_3 FEAO0FETE 100

EREC_4 PELT0TIETS 100

BREC & 100 FEA00 12345
EREC_E FEA00 12345 100
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Test Execution Approach
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Test Execution Framework Flow Diagram

Test

Framework

12

v v v ¥

v

Actual Result
MPP/Bank s .

Test Result
(Pass/Fail)

Listener Engine

Firing Engine

Network Data Validator

ISO 8583 Compliance Validator
Report Engine

SUT( System Under Test)

Expected Result

Test Execution Framework consists of the following entities :
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Test Execution- Component Layer Diagram




